
After the Breach 

Acting with Integrity, 
Dedication, and Ownership 



POINT OF VIEW 
“I should…” 

FRAME OF REFERENCE 
“because…” 

HABIT OF MIND 
“Yet beneath it all…” 

COMPLIANCE 
The act of meeting  

standards 

ETHICS 
Moral Principles that  

(should) govern behavior 

ETHOS 
Shared, subconscious  expectations  

that  (actually) drive behavior 

Executive Society 

Conscious 

Subconscious 



POINT OF VIEW 
“I should (OR ELSE…) 

FRAME OF REFERENCE 
“Because (SOCIETY REQUIRES…) 

COMPLIANCE 
The act of meeting standards 

ETHICS 
Organizational codes,  

rights, and values 

Organizational codes,  
values, etc… 

Regulations, rewards,  
and punishments. 

Explicit Motivation 

Provide details about why it 
happened 
 
Educate to prevent future 
issues 
 
Invite stakeholders to dialogue 
 
Offer assistance  
 
Prepare special offers 
 
Policy, procedures, and tech to 
prevent  
 
Establish a crisis management 
point of contact 

56% of US consumers stop 
buying from companies they 
believe are unethical. 

 
29% of consumers take to 
social media to share their 
support of ethical companies. 
 
1/3 of consumers stop buying 
from brands they perceive as 
unethical even if there is no 
substitute available. 
 
 
 
 
 



ETHOS 
Shared expectations that  
(actually) drive behavior 

HABIT OF MIND 
“Yet beneath it all…” 

A study from risk management 
firm Stroz Friedberg found that just 

45% senior leaders believe they 
are responsible for protecting their 

companies against cyberattacks. 
 
 

• Moral Justification 
• Euphemistic Labeling 
• Advantageous Comparison 
• Displacement of Responsibility 
• Diffusion of Responsibility 
• Distortion of Consequences 
• Attribution of Blame 
• Dehumanization 

 

MEASURE: Moral Disengagement Scale 
 

Stealing some money is not too serious compared to those who 
steal a lot of money. (Advantageous Comparison) 

 
Employees are not at fault if their boss puts too much pressure on 

them to perform at work. (Displacement of Responsibility). 

 
 
 

Implicit Motivation Data is not the only thing that is 
exposed. The ethos of your organization 

will be on display.  
 

Though it is not required to speak from 
the heart, this is an opportunity for 

clients and employees to connect more 
deeply with your organization. Integrity 

begets loyalty. 

 



Ego 

PRINCIPLED LEADERSHIP 
Helping leaders rise above problematic self-interests to 
improve the welfare and prosperity of the organization, 
its formal stakeholders, and the broader community. 

MEANINGFUL WORK 
Developing a clear line of sight between an 
employee’s authentic sense of purpose and 
care with work that supports the 
organization’s mission.  

 

How to Apologize (Above Ego) 
Take responsibility for it immediately. 
Apologize first to the person you have wronged.  
Speak from the heart 
Convey a concrete strategy. 
Know that a meaningful apology = integrity, not weakness.  
Don’t be afraid to ask for help.  
 

 

Facilitate Learning 
Don’t flood employees with information after the fact. 
Instead, use teachable moments that focus on a specific 
attack and help employees challenge underlying assumptions 
– not just the what (Process), but the why (Premise). 
 

ORGANIZATIONAL CITIZENSHIP  
Improving the moral climate of an organization by inspiring 
employees to do the right thing, even when it is not recognized or 
formally rewarded. 

 

 

Bring Employees Together 
Examine the relationship between employees 
and IT department/security team. Most 
employees see the security team as the web 
police. Web tickets and delayed response times 
add to this complicated relationship. 
 
IT needs to be seen as helpful and trusted 
(ETHOS) vs. regulators (compliance). Have IT 
employees mingle more with employees 
instead of showing up when needed. Have 
open hours where employees can come to IT 
without having to fill out a ticket. 
 

IBM estimates that 60% of all 
attacks are from the inside.  



ethicalorganizations.org 



The Center for Ethical Organizations is a non-profit 501 (c) 3, which harnesses the brainpower of renowned ethics and 
management researchers, professors, and consultants at the University of St Thomas to transform your leaders, culture, 
and bottom line. We provide innovative solutions for creating vibrant, ethical cultures and expand our field's 
understanding of ethics in the workplace by quantifying its strategic value, and managing continuous improvement. Our 
team makes this possible by developing change agents - at all levels of their organization - through our unique ETHOS 
Certification Program, the recent stories of industry trailblazers, and numerous resources for inspiring, driving, and 
measuring change in their organizations. 
 
The center is proud to be part of a robust Ethics Network including the department of Ethics & Business Law at the 
University of St Thomas, which inspires students to be morally responsible leaders who think critically, act wisely, and 
work skillfully to advance the common good. Specifically, our leadership team champions three pillars of a virtuous and 
prosperous workplace through innovative approaches that are grounded in a significant body of research. 

Inspiring employees to act with integrity, dedication, and ownership. 


